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—— Abstract

When a certifying solver claims that a solution is optimal or that a problem is unsatisfiable, it
demonstrates this convincingly by giving a proof log which can be checked by an independent
(and ideally formally verified) proof checker. Such an approach should also be viable for enumera-
tion problems (“I have listed all solutions explicitly”) and counting problems (“there are exactly
42 solutions”), but the currently most popular proof logging systems contain several vital features
which are incompatible with this goal. We explain how the VERIPB system can be modified for
enumeration and counting proofs whilst retaining as much as possible of its powerful “strengthening”
and “deletion” features. We implement this extension both inside VERIPB’s user-friendly proof
checker and elaborator and the formally verified CAKEPB backend, and use this to obtain formally

verified enumerations of solutions for a range of constraint solving and graph problem instances.
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1 Introduction

Modern solvers for combinatorial and automated reasoning problems are able to solve many
large and challenging problem instances quickly, but their complexity means that sometimes
bugs lead to incorrect answers being produced. The most successful remedy to this issue is
to make solvers certifying: that is, to have them output a mathematical proof log detailing
how a conclusion was reached. This proof log can then be checked independently by a
proof-checking tool, and ideally this tool will be sufficiently simple that it can be formally
verified. Proof logging is a standard feature for Boolean satisfiability (SAT) solvers, and is
now being adopted in other application areas that use richer data types and constraints.
In SAT proof logging systems operating on formulas in conjunctive normal form (CNF),
a proof is a sequence of clausal constraints, each of which can easily be checked to maintain
satisfiability when added to the input formula. Therefore, if we can derive an unsatisfiable
constraint (in the form of the empty clause without literals), then we have shown that the
original problem has no solutions. Ideally, a proof system should also make it easy for solver
authors to generate proofs. For SAT solvers using conflict-driven clause learning (CDCL), a
proof can simply be the list of inferred clauses, in the order they are derived [30, 33, 38].
For more general problems, such as those with non-Boolean variables or with non-clausal
constraints, two kinds of approach have been proposed. The first involves extending the
proof format with new rules directly corresponding to every kind of constraint and inference
used by every individual solver (e.g. [5, 20, 21, 59]). The second instead adds only a few
simple but very general rules to the proof format, in the hope that these are powerful enough
to express all of the reasoning carried out by many different solvers. The VERIPB system
we discuss in this paper adopts this latter approach, and it has been used to certify a range
of constraint programming techniques [28, 44, 45, 46], dynamic programming [15], graph
solving [25, 26, 27], advanced SAT and MaxSAT solving [6, 29, 36, 58], pseudo-Boolean
solving [24, 41], and classical planning [17]. Critically, although VERIPB itself operates with
0-1 linear inequalities, or pseudo-Boolean (PB) constraints, the system can be used to certify
solvers that carry out general constraint reasoning, without requiring these solvers to modify
their reasoning or to be aware of the underlying pseudo-Boolean representation when solving.
To enable this, VERIPB proof logs can include explicit derivations of auxiliary constraints
that can be used to express non-trivial inferences, e.g., all-different consequences [18], and
other complex forms of reasoning, without requiring new bespoke rules in the proof format.
In practice, solver users do not just care about unsatisfiable decision problem instances.
Demonstrating satisfiability for NP-complete problems is not difficult: by definition, these
problems will have an easily checkable witness. For proofs of optimality for single-objective
optimisation problems, we can combine these two concepts by providing a solution achieving
some objective value together with a proof of unsatisfiability when the requirement to
produce a strictly better solution is added. However, for problems involving solution
enumeration (explicitly listing all solutions) or counting (determining how many solutions
there are, without requiring an explicit list), the situation is more intricate. These kinds
of problems arise in areas such as computer algebra, graph theory, combinatorics, and
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physics (e.g. [2, 12, 16, 35, 37, 40, 55, 57]).

Proof logs for enumeration and counting problems must reason carefully to preserve the
full set of solutions. But the proof systems used in practice for SAT solving can only prove
unsatisfiability, since they allow unrestricted deletions of constraints that can introduce
spurious solutions. And even if deletions are handled more carefully, as in VERIPB, so-called
strengthening rules used to justify without-loss-of-generality reasoning can change the set
of solutions arbitrarily as long as at least one solution is preserved. To the best of our
knowledge, there has not existed any proof logging system even for SAT that could support
efficient proofs for enumeration problems.

In this work, we present, for the first time, an efficient and formally verified toolchain for
certified solution enumeration, and show how this can be achieved while still supporting the
strengthening and deletion rules in state-of-the-art proof logging. We start by elaborating in
Section 2 on why enumeration proofs are not straightforward. We then describe in Section 3
an extension to the VERIPB system (including its formally verified CAKEPB backend) that
supports such proofs, and evaluate our implementation on a range of problem instances. In
Section 4, we introduce further extensions for preprocessing and for counting problems, after
which we conclude with some final remarks in Section 5.

2  Proof Logging Beyond Implicational Proofs of Unsatisfiability

Extending a simple implicational proof system to support optimisation can be relatively
simple, if the proof system has some natural way of representing integer inequalities (though
most proof systems used for SAT solving cannot easily express this, since they are based
on clausal constraints, and this is an important reason that proof logging for SAT-based
optimisation is not yet well-developed). Perhaps the most straightforward approach is to add
a “solution-improving” rule to the proof language. Such a rule takes a witness solution, which
the proof checker validates satisfies all constraints, and introduces a new constraint saying
that from now on the objective function must evaluate to a better value than that achieved by
the witness. A proof of optimality ends by a derivation of contradiction, effectively certifying
that “there is a solution with objective value X, and the instance is unsatisfiable if you want
an objective value better than X”.

A similar scheme could be used for enumeration proofs: we could add a “solution-excluding”
proof rule with a witness solution, where the proof checker would first validate the witness
and then introduce a blocking constraint forbidding this particular assignment. In this setting,
a proof of unsatisfiability would be saying “there are no solutions, other than the ones listed
by solution-excluding steps.” Indeed, the very first version of VERIPB supported a limited
form of such proofs, and this was used to check results for maximal clique enumeration
problem instances that were misreported in the literature [25] (but the issue of spurious
or repeated solutions was sidestepped by just assuming that the user would not delete any
constraints that could trigger such a scenario).

An immediate limitation of this kind of enumeration proof is that there may be more
solutions to an encoded problem seen by a solver or proof checker than there are to the real-
world problem the user actually cares about. This can occur for, e.g. subgraph or constraint
programming problems when the encoding of the high-level problem to pseudo-Boolean form
is not parsimonious or fails to be arc consistent in the SAT sense of the word. For some
encodings, this can be solved by projection [23]: informally, by specifying a preserved (sub)set
of variables, and then asking for unique solutions with respect to that set. Inside a proof, the
blocking constraint would then be introduced only with respect to those variables (although

54:3

CP 2026



54:4

Proof Logging for Projected Enumeration (and Counting?) Problems in VeriPB

for soundness, the witnessing assignment must still demonstrate satisfiability with respect to
all variables and constraints). It turns out that dealing with projection will be helpful for
the remainder of this paper, even for problems where there is a well-behaved encoding, and
so we will assume we are always working in a projected setting (where the preserved set is
“all of the variables” for simple enumeration problems).

So with this established, why do proofs for enumeration remain a problem? It turns out
that most practical proof systems [34, 60], including newer versions of VERIPB [8, 29], have
two additional features which are both vital for practical performance and efficiency, but
which make a simple blocking-based approach unsound: strengthening and deletions.

2.1 Strengthening

Many applied solvers for combinatorial problems do not use purely “implicational” reasoning.
Instead, in addition to deriving constraints that must be satisfied by any solution to the
input formula, they also infer constraints that must be satisfied by some solutions, but
not necessarily all solutions. As a simple example, with pure literal elimination, a SAT
solver may observe that a literal only appears in positive form in all clauses [14]. If we are
solving a decision problem, we can infer that such a literal can be set to true unconditionally,
because if a solution exists to the problem then a solution necessarily exists where that
literal is set to true. More generally, we might want to introduce symmetry-elimination
constraints [1, 22, 51]: for example, if our entire problem is X +Y = 1 over integer variables
X and Y with identical domains, then it is safe to consider only the case where X < Y.
These inferences may exclude some solutions, and thus strengthen the constraints in the
original formula, but will never turn a satisfiable instance into an unsatisfiable one.

For this reason, most modern proof logging formats weaken the invariant preserved by
proof rules to being some notion like “without loss of satisfiability”, rather than “implied”. We
will use the term “strengthening” to refer to proof rules that only give this weaker invariant.
The exact form and power of these rules vary significantly between systems. However, the
general intuition behind most of these rules is that they allow us to introduce a constraint C
if we can show that given an assignment o which would satisfy the problem but does not
satisfy C, we can somehow patch o to an assignment where we can easily verify that it would
also satisfy C, whilst still satisfying the remaining constraints [10, 29, 38]. This patching rule
is either given explicitly (such as by listing a set of substitutions), or is implicit in how the
rule is defined, and must allow a proof checker to verify the patching conditions efficiently.
For example, in our toy symmetry breaking example, we would show that X <Y is safe by
arguing that if we are given a solution where instead X > Y, we can patch this by swapping
the values of X and Y. This notion also extends to optimisation problems, where we can
reason “without loss of optimality” at each step and must verify that the patching procedure
does not worsen the objective [8]. Any proof logging system for combinatorial solvers must
support strengthening steps, since such reasoning is a crucial part of modern combinatorial
solving. Clearly, however, strengthening of this kind cannot be used in enumeration proofs,
because it allows a proof to exclude some solutions to the problem.

A further common use of strengthening is to define new variables in a proof. For example,
suppose a proof author wants to introduce a reification constraint C saying f — (X +Y > 2),
where the variable f is fresh. This is valid, because if we are given a solution to the original
problem that violates C', we can “patch” this solution by setting f to false. Having done this,
we could then also introduce another constraint C’ saying f + (X +Y > 2), because we
could patch a bad solution for C’ by setting f to true (and note that this also satisfies C').

It turns out that the ability to introduce fresh variables can make proof systems exponen-
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tially stronger theoretically [42, 56], and is vital in practice for efficient proofs of certain kinds
of inference [15, 28]. However, fresh variables also cause problems for enumeration proofs.
For example, introducing one direction of a reification might introduce new solutions, leading
to overcounting (but it is hard to verify whether a given rule application definitely introduces
new solutions or not). We might hope that, if we restrict ourselves to only introducing both
directions of a reification simultaneously, then we would avoid this trap (at the expense of
reasoning power): we discuss this further in what follows.

2.2 Deletions

A second vital feature of most proof systems is deletions [32]. Combinatorial solvers explore
an exponentially large search space, but one important way of mastering this complexity is
to avoid keeping too much information about the search in memory. For example, in a simple
backtracking algorithm, once a solver has backtracked from a certain depth, it no longer
needs to remember anything about the subtrees it explored below that depth. Similarly,
solvers based around conflict-driven learning will periodically “forget” most of the clauses
they have learned, in part to avoid memory exhaustion [43]. It is extremely helpful if a proof
can issue the promise that “the remainder of the proof will not use the following constraints
again, so if you are checking this proof you do not need to keep these constraints in memory”.

Clearly, an unconditional deletion rule would allow non-solutions to be claimed as solutions,
since a devious proof logger could simply delete all input constraints and claim that an
arbitrary assignment is a “solution”. Note, however, that this is not a problem if our proof
system only allows for proofs of unsatisfiability, and has a separate external mechanism if
we wish to certify satisfiability (which is the case for the most widely adopted SAT proof
logging system DRAT [60]).

In a purely implicational proof system, deletions can be tamed by forbidding any constraint
in the input from being deleted (although this is more restrictive than necessary). In order to
ensure soundness of enumeration proofs, we could extend this to also forbid deleting solution-
blocking constraints (so that previously discovered solutions cannot be reintroduced again),
but this would come at the expense of requiring the proof checker to keep all solution-blocking
constraints in memory rather than deleting them upon backtracking.

When combined with strengthening rules, deletions become even more complicated. For
example, a problem may exhibit conditional symmetries, and we may wish to write a proof
that first shows that the condition always holds, and then deletes parts of the input, allowing
us to introduce a symmetry elimination constraint. The VERIPB system allows this when
such reasoning can be shown to be sound, through a mechanism which we discuss in Section 3.

2.3 Enumeration Proofs with Strengthening and Deletions

Having now established why enumeration proofs are not straightforward, in the next section
we will show the exact conditions needed to allow strengthening (and deletions) whilst
preserving enumeration counts, or equienumerability, in the VERIPB proof format. It turns
out that projection will be vital: the key observation is that, when combined with projection,
the strengthening rule preserves equienumerability so long as the “patching” procedure does
not touch any variable in the preserved set. Additionally, we show that VERIPB’s existing
support for deletions in optimisation problems can also be adapted to work for projected
enumeration. Subsequently, we show how the proof system can allow the preserved set to
be altered mid-proof, and that doing so provides interesting ways of generating proofs for
solvers that count solutions in a way which is more efficient than simple enumeration.
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We implement these features both in the user-friendly VERIPB checker and in the formally
verified CAKEPB checker [4, 26, 36, 41]. As part of this, proofs of all three of the theorems
that will follow have been formally verified inside a proof assistant.

3 Projected Enumeration Proofs in VeriPB

We will briefly review some basics about pseudo-Boolean (PB) reasoning and the VERIPB
proof system, referring the reader to Bogaerts et al. [8] for more details on the VERIPB proof
system and to Buss and Nordstrom [11] for a discussion of pseudo-Boolean reasoning. A
literal £ of a Boolean variable x with domain 0 and 1 is either z itself or its negation T = 1 —z.
We often refer to 0 as false and 1 as true. A pseudo-Boolean constraint is a 01 integer linear
inequality >, a;¢; > A over literals ¢;, where in addition we can assume normalised form so
that all integers a; and A are positive and literals are over distinct variables. We note that for
a PB constraint C' = ). a;f; > A with W =}, a; the negation —~C' is another PB constraint
Ysaili <A—1lor) . a;l; > W — A+ 1 in normalised form; the reification of C for a fresh
variable f can be expressed with f — C = Af + Ysail; >Aand f+ C= f—=C.

Let F' be a pseudo-Boolean formula, which is a conjunction /\; C; of pseudo-Boolean
constraints C;. A (partial) assignment is a (partial) mapping o from variables to {0,1},
which is extended to literals by o(Z) = 1 —o(z). A solution to F is an assignment o such that
each constraint in the formula is satisfied, i.e., ZU(&):I a; > A (again assuming normalised
form). A pseudo-Boolean constraint C' propagates a literal £ under a partial assignment o if
C is falsified by £ mapped to 0 and o, i.e., Zo_(&#OMi# a; < A, where o can be extended
by mapping £ to 1. A constraint C' is implied by reverse unit propagation (RUP) from a
formula F if iteratively propagating constraints F'A—C and updating an assignment ¢ results
in a falsified constraint, i.e., such that Zo(@i);éo a; < A.

Given a preserved set of variables P, and denoting a restriction of the domain of a function
by |, we say that the set {o|p : o is a solution for F'} is the solution set of F' projected onto P.
An enumeration problem is to explicitly list all the elements of this set exactly once each,
whilst a counting problem is to determine the cardinality of this set. The blocking constraint
for a given solution o with respect to P is the constraint Zpepzo(p):()p + Zpeng(p)zl p>1,
which says that at least one variable in P has to take a different value than in o.

To support enumeration, we have extended VERIPB to allow its pseudo-Boolean input
formula to specify a preserved set of variables; if projection is not desired, this set can be
every variable appearing in the formula. This is similar to how optimisation is handled,
where the input formula can come with an additional objective expression to minimise (which
is f = 0 for decision problems).

» Example 1. Consider the following pseudo-Boolean problem instance, which we specify in
the extended OPB format [48] supported by our modified version of VERIPB. To read this
file, note that tilde denotes negation, and that each inequality is a weighted linear sum—nhere,
each inequality is an “at least one” constraint, i.e., a disjunctive clause. Each inequality is
also presented in standard math notation on the right hand side of each line.

preserved: x1 x2 ; preserved set initialised to {1, 22}
1 x11x21x3>1; r1+r9+2x3>1

1 x11x21x4>1; r1+x9+x4>1

1 ~x1 1 ~x2 >=1 ; T, +To>1

1 ~x11 ~x21 ~x3 >=1 ; T14+7To+7T3>1

1 x3 1 x4 >=1; r3+x4 >1
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A little thought shows that there are seven solutions to the problem without projection, but
with projection onto x; and x5 there are only three. example continues below. . .

We will now walk through a VERIPB enumeration proof. Most steps in a proof will
introduce a new pseudo-Boolean constraint, based upon what is known so far. Initially the
only things we know are the constraints in the input, which are taken as axioms.

» Example 2 (continued). Continuing with our example above, we might want to start our
proof by observing that x4 is a pure literal, and so can always be set to true without changing
the number of projected solutions. We use the redundance-based strengthening rule to do
this, where the patching routine swaps x4 with its negation. Recall that this means that “if
you give me a solution which satisfies every constraint except x4 > 1, then by negating x4,
i.e., by making it true, you can clearly see that we will now have a solution which satisfies
every constraint, and also x4 > 17. In the following VERIPB proof examples, the percent
sign starts a comment.

pseudo-Boolean proof version 3.0
O@purex4 red 1 x4 >= 1 : x4 -> ~x4 ; 7, x4 is pure

The second line starts with a @label, which gives a name to a constraint so we can refer to
it later; constraints also automatically have numerical identifiers, but this is harder for a
human to follow. example continues below. . .

For optimisation problems, the VERIPB proof system has the proof rule denoted soli,
for “solution-improving”, which takes a set of literals L as its argument. This rule says “check
that L unit propagates to a solution a where every variable in the objective is assigned,
and then introduce an objective-improving constraint f < f(a) — 1 for this solution”. For
enumeration, we have introduced a similar rule solx, for “solution excluding”, which checks
that its argument literals unit propagate to a solution where every variable in the preserved
set is assigned, and then introduces the blocking constraint for this solution with respect to
the preserved set.

» Example 3 (continued). Suppose now we find that {x1, T2, T3} is a solution. We can log
this as follows.

@soll solx x1 ~x2 ~x3 ; % log our first solution

Note here that we do need to specify an assignment for x3, because it could be set either
way, but x4’s value is obviously forced by the previous constraint. We also give a name to
the blocking constraint that this proof step creates (which will be T; + x5 > 1).

Once we have this blocking constraint, it is clear that there are no more solutions where
21 is true, so we can introduce the constraint 1 < 0 (or Z; > 1 in normalised form) via
reverse unit propagation. Having done so, we will never need the blocking constraint again,
and so we can delete it; the core line in between will be explained below.

Oxlfalse rup 1 ~x1 >= 1 ; % no more solutions with x1 true
core id Oxlfalse ; % ...and move this to core
del id @soll ; % no need to keep subtree constraints

Looking at what remains, x3 is effectively a pure literal, because the fourth input constraint
is the only place where it appears negatively, and this will always be satisfied by setting x; to
false. After that, we can log the two solutions where x; is false, and use the two new blocking
constraints to learn that x; must be true. We can then delete the blocking constraints.

54:7
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Opurex3 red 1 x3 >= 1 : x3 -> ~x3 ; 7 now x3 is effectively pure

@so0l2 solx ~x1 x2 ; % log our second solution

@so0l3 solx ~x1 ~x2 ; % and our third solution

Oxltrue rup 1 x1 >=1 ; % no more solutions with x1 false
core id @xltrue ; % ...and move this to core
del id @so0l2 @sol3 ; % no need to keep subtree constraints

At this point, we have shown that xz; must be both true and false, which is enough to
establish a contradiction by reverse unit propagation. So, we can learn 0 > 1, and then delete
both constraints that talk about x;, and for good measure we no longer care that z3 and x4
are pure either.

@contra rup >=1 ; % backtrack to root node
core id Qcontra ; % ...and move this to core
del id 0@x1false @xltrue ; % no need to keep these constraints
del id @purex3 Qpurex4 ; % no need to remember purity

Now all that remains is to conclude that we have actually enumerated three solutions to
completeness. example continues below. . .

A VERIPB proof ends with an output section and conclusion. For enumeration problems,
we add support for three kinds of conclusions. The first is ENUMERATION_COMPLETE n : i,
which states that we have witnessed and obtained blocking constraints for exactly n different
projected solutions, and then proved unsatisfiability with constraint i. The second is
ENUMERATION_PARTIAL n, which states that we have witnessed n different projected solutions,
but that we do not claim to have found them all. The third is to extend the existing NONE
conclusion with an output EQUIENUMERABLE option, which we discuss in the following section:
this allows us to write proofs that alter a formula whilst preserving the number of solutions.

» Example 4 (continued). We can finish our proof with the following;:

output NONE ;
conclusion ENUMERATION_COMPLETE 3 : Qcontra ;
end pseudo-Boolean proof ;

This is now a complete proof, which is accepted by our enhanced VERIPB and CAKEPB
checkers. <

With this example completed, we will now go into more detail on why our modified proof
system remains sound. We will only sketch proofs of the formal claims that follow—one
reason why this is in order is that formally machine-verified proofs of all of these claims are
part of the CAKEPB backend. Firstly, we observe that our new solx rule allows us to count
solutions if we are only using the implicational parts of the proof system.

» Proposition 5. If a proof uses only implicational rules and solz, then each solz rule
invocation excludes exactly one new projected solution.

Proof sketch. Since the proof only uses implicational rules, the set of solutions does not
change. By definition, the solx rule checks that the claimed solution is in fact valid. Then,
we cannot log the same solution (under projection) twice, because the second time we attempt
to do so, our witness will violate the blocking constraint introduced by the first attempt. <«

We now need to establish that none of the remaining proof rules allow us to alter the
number of solutions. The two non-implicational rules in the VERIPB proof system are
strengthening and deletions.
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» Proposition 6. Applications of strengthening where the patching procedure does not touch
the preserved set always preserve the projected solution set.

Proof sketch. It is most illuminating to look at the two ways we have seen strengthening be
used, and to see why they do not break this property.

For strengthening rules that introduce an implication under a fresh variable, the patching
procedure only touches the fresh variable, which is not inside the preserved set. This new
constraint does not exclude solutions, since the fresh variable can be assigned to satisfy the
constraint. This rule may introduce additional solutions, but the fresh variable is not included
in the preserved set, so these additional solutions will be equivalent under projection.

For strengthening rules that touch existing variables which are not in the preserved set,
this may exclude (unprojected) solutions. However, the patching procedure leaves the value
of the variables in the preserved set unchanged, so that the patched solution restricted to
the preserved set is the same.

Note that neither of these arguments depend upon the detail of exactly how we justify
the patching routine, and so they are valid for both redundance-based strengthening and
the more powerful dominance-based strengthening rule [8]. Observe also that we are able to
introduce both one-way and two-way reifications on fresh variables this way, but as a special
case of the more general result, rather than needing an explicitly restricted proof rule. <«

To understand deletions, we need to explain a little more about VERIPB’s checked deletion
mode. Within a proof, every constraint is considered to be either core or derived. Initially,
everything in the input goes into the core set, whilst constraints inside the proof go into
either the core set or the derived set depending upon how they are created. Additionally,
any derived constraint can be moved into core by an explicit proof step. Constraints can
always be deleted from the derived set, but to delete a constraint C' from the core set, we
must show that C can be rederived using redundance-based strengthening by just using
other core constraints. Critically, once a constraint is in the core set, either it or stronger
constraints remain there for the remainder of the proof. This system was developed to allow
for optimisation proofs that use symmetry or dominance reasoning, and we remind readers
that the full details are described in Bogaerts et al. [8].

» Proposition 7. If all deletions are checked, then deletion will not allow a proof to claim
non-solutions with respect to the preserved variables as a solution.

Proof sketch. Since we show that the deleted constraint can be rederived by redundance
strengthening from the other constraints in the core set, the core set with and without the
deleted constraint have the same projected solution set by Proposition 6. |

The VERIPB proof system handles the solution-improving constraints for optimisation
problems by putting them into the core set. We do the same for enumeration.

» Proposition 8. If all deletions are checked, and if blocking constraints are created in the
core set, then deletions will not allow projected solutions to be counted more than once.

Proof sketch. If we are able to delete a blocking constraint from the core, then it must be
possible to rederive it from the other core constraints, since all deletions are checked. So the
blocking constraint always remains a consequence of the core set by Proposition 7. <

At this point, we wish to claim the following.
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» Theorem 9. If a VERIPB proof uses only checked deletions, does not strengthen using
any patching procedure which touches a preserved variable, has blocking constraints created in
the core set, and is able to derive a contradiction constraint, then the number of projected
solutions to the original problem is precisely the number of times the solz rule is used.

To do this, we are effectively claiming “there are no other elements of the VERIPB
proof system that we have forgotten about that could break things”. The most convincing
demonstration we have that this is true is that we have formally verified the entire proof
system inside CAKEPB, including the conclusions supported.

3.1 Formal Verification of Enumeration Proofs

CAKEPB is a formally verified proof checker that can handle a subset of the VERIPB proof
rules. To support an end-to-end certified solving workflow, VERIPB can operate in elaboration
mode, where it takes a proof written in a user-friendly augmented proof format and elaborates
it to a simpler kernel format proof for CAKEPB to check. Intuitively, elaboration adds proof
details which are easy to fill with an unverified search, while the kernel format contains a set
of primitive pseudo-Boolean proof rules that can be efficiently implemented and formally
verified in a proof assistant with reasonable effort.

We have extended the formal verification of CAKEPB (in the HOL4 proof assistant [52]) to
support all of the new rules described in this paper. Let us recall CAKEPB’s refinement-based
verification methodology [26], and describe our extensions at each step.

1. The formalisation starts by defining the pseudo-Boolean problem semantics, and then
defines the abstract PB proof system. We extended the semantics to support projected
enumeration, namely:

sem_concl pbf obj pres (EEnum n complete) “

n < card (proj_pres pres { w | satisfies w pbf } ) A
(complete = card (proj_pres pres { w | satisfies w pbf }) < n)

Here, we are defining the semantics of conclusions (sem_concl) that can be made about
a PB problem with constraints pbf, objective obj, and preserved set pres. For the new
conclusion type EEnum we allow a proof to claim either partial or complete enumeration
of n projected solutions. The proj_pres function projects the set of satisfying solutions for
pbf, { w | satisfies w pbf }, onto pres; card is the cardinality of a set in HOL.

2. The next step is to implement the kernel proof rules with an abstract proof checking
algorithm. In this phase, we introduce the solx command (among others), and we also
modify existing rules to be compatible with the preserved set. In essence, we have a
machine-checked proof of Theorem 9 (and its constituent propositions) showing that
whenever the checker successfully processes a proof with a formal conclusion (like EEnum),
then that conclusion is indeed true of the input PB problem.

3. In the third phase, the abstract proof checker is refined into an optimised machine-code
implementation using CakeML [31, 47, 53]. Thanks to the relatively small-scale change
to the proof system, the updates here were straightforward. We ultimately obtain an
end-to-end proof that the machine-code semantics (either x64 or ARMv8) is sound for
our updated PB problem semantics.

The steps above result in what we refer to as the backend CAKEPB implementation for
pseudo-Boolean problems. As discussed earlier, pseudo-Boolean proofs can also be used more
broadly to certify solvers for more general combinatorial and automated reasoning paradigms.
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For this, we need an additional step to set up a formally verified frontend which ensures
that the original (non-pseudo-Boolean) problem is re-encoded into pseudo-Boolean format
correctly. This yields a certification flow where a general combinatorial solver solves problems
with its native constraint reasoning, while emitting pseudo-Boolean justifications that are
checked by VERIPB and CAKEPB to establish valid claims about the input problem.

4. (Optional step) For a given combinatorial problem, e.g., maximal clique enumeration [55],
we start by formalising the problem semantics as follows.

. . def )
is_clique vs (v,e) = vsCcount Y AVZ Y. TEUVSAYEVSAT#Y=is_edgeery
. . . def . a . / / /
is_maximal_clique vs ¢ = is_clique vs g A YV vs'. is_clique vs' g A vs C vs" = vs = vS§
. . de . . .
maximal_cliques ¢ = { ws | is_maximal_clique vs g }

Here, a graph g is represented as a pair consisting of a natural number v for vertices
labeled count v = {0,...,v—1} and edges e (looked up by the is_edge function). As usual,
the set vs forms a clique if it is a set of vertices in ¢g that mutually share an edge. A
clique vs satisfies is_maximal_clique iff there is no larger clique containing vs.

Then, we prove the soundness for an encoder into PB:

F good_graph g A enc g = (pres,pbf) A sem_concl pbf None pres (EEnum n b) =
if b then card (maximal_cliques g) = n else n < card (maximal_cliques g)

This theorem says that running the problem encoder enc on the input graph g returns
a preserved set pres and a set of PB constraints pbf, such that whenever sem_concl
holds with an enumeration conclusion for this PB problem, that conclusion correctly
reports the number of enumerated maximal cliques. (The None argument to sem_concl
indicates no objective function.) Here, enc uses the direct encoding for cliques, where a
Boolean variable z; is true iff vertex ¢ is in the chosen clique. Accordingly, the preserved
set pres is automatically inferred to be the set of vertex variables for g. Putting this
verified encoder frontend together with the verified backend PB proof checker CAKEPB
yields an end-to-end verified proof checker for maximal clique enumeration, which we call
CAKEPBMCLIQUE.

3.2 Experiments for Enumeration Proofs

We carried out two sets of experiments to validate our implementation. Firstly, we adapted
the maximal clique enumeration implementation of Tomita et al’s algorithm [55] by Gocht
et al. [25] to use our new solx command, projection, and conclusion, and added support
for deletions (which would not have been sound for enumeration problems in the very first
version of VERIPB). We then successfully replicated all of Gocht et al’s clique enumeration
experiments using both VERIPB and CAKEPBMCLIQUE, except for one instance where
CAKEPBMCLIQUE exceeded a 48GByte RAM limit when verifying the encoding. Note that
CAKEPB manages its own memory in a fully verified manner and exits gracefully without
making any claims about the input problem when an out-of-memory error occurs. Thus, the
theoretical soundness guarantee still holds (trivially).

Secondly, we adapted the Glasgow Constraint Solver’s test suite [28]. Part of the testing
process for this solver is to create a large number of random constraint satisfaction problems,
verify that the solver generates the same set of solutions as an extremely simple generate-
and-test routine, and then to use VERIPB to check an enumeration proof for the same
problem. Previously, these proofs relied upon underspecified solution-excluding behaviour as
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a workaround, and could not formally claim a complete enumeration as a conclusion or make
use of CAKEPB. Our extensions to VERIPB rectify this, and additionally allow us to pass
the proofs through CAKEPB for formal verification. Additionally, we altered the solver to use
projection to explicitly exclude auxiliary variables in the encoding from the solution count,
meaning that its tests now guarantee that solution counts are in terms of the high-level
constraint programming variables, not the low-level encoding. With these additions, all of
the solver’s tests still pass the stricter verification setup, and we have formally verified the
results of tens of thousands of enumeration proofs for constraint satisfaction problems.

4 Proofs for Preprocessing and Counting Without Enumerating

Instead of checking a complete solving process, VERIPB (and CAKEPB) can also be used to
check that a preprocessor preserves certain guarantees [36]. In order to make claims about
the properties of a rewritten formula produced by a preprocessor or presolver, proofs use
an output section with a heading such as output EQUISATISFIABLE FILE, followed by an
empty conclusion section with the heading conclusion NONE. This particular output section
heading tells VERIPB to check that the proof demonstrates that a pseudo-Boolean problem
instance provided in a file named on the command line is equisatisfiable with respect to the
original pseudo-Boolean problem instance (i.e., the output formula is unsatisfiable if and
only if the input formula is unsatisfiable).

We have extended VERIPB and its proof system to also support output EQUIENUMERABLE
as an output type. This feature can be used to check that two pseudo-Boolean problem
instances have the same number of (projected) solutions, without actually listing those
solutions. We do not require that these two pseudo-Boolean problem instances have the same
preserved set, and instead allow variables to be added to and removed from the preserved set
during the proof, so long as a justification is given—we explain how this is possible below.

Beyond preprocessing, this feature has a second potential use. In some situations, a
user may only want to know how many solutions there are to a problem instance, without
requiring an explicit list. In such cases, sometimes solvers can produce results more efficiently
than carrying out an enumeration. One family of techniques to do this involves recompiling
the problem into a new structure which is efficiently countable, such as some kind of decision
diagram [13, 61]. Another is to decompose the problem, enumerate the solutions to each
decomposition, and then use an inclusion-exclusion argument to generate the count [39, 49, 50].

We remark that specialised certification methods are available for both exact [19] and
approximate [54] model counting. Of these, the CPOG framework [9] similarly enables a
proof of equivalence between an input CNF and the output of a knowledge compiler. Our
VERIPB-based approach could offer a generic means of certifying transformation-based tools.

» Example 10. Suppose someone wishes to convince you that there are exactly three
(projected) solutions to our previous example. It should be sufficient for them to provide a
VERIPB proof that ends

output EQUIENUMERABLE FILE ;
conclusion NONE ;
end pseudo-Boolean proof ;

where the output file provided could be

preserved: sl s2 s3 ;
1s11s21s83=1; exactly one s variable is true
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Why is this? Recall that our original problem is entirely over x; variables. Here, our output
file is now over a fresh set of s; variables, where we have a constraint saying that exactly one
of these three variables is true. We do not have any other constraints and so clearly there
are three solutions to this problem. example continues below. . .

This example on its own is probably too simple to convincingly illustrate the benefits of
an alternative approach. However, suppose our output constraints only said that 21‘121 si =1,
Zle t; =1, Z?:l u; = 1, and s; — £1. From this we could easily and efficiently determine
that there are (10 x 5 x 8) — (1 x 8) = 392 solutions using an inclusion-exclusion argument,
with a proof that could potentially be of the order 10+ 5+ 8+ 1 steps long. Such an approach
mirrors how some subgraph-counting algorithms work [49]. We will now outline how such
proofs could be produced (for the simpler example, although this technique generalises

cleanly), together with the additional features we have implemented to make this possible.

4.1 Tabulating Solutions as Extension Variables

Rather than logging solutions using solx, our proofs will introduce an extension variable
sy for the first solution found, reifying the negation of the blocking constraint that solx
would introduce (resembling a proof for autotabulation [28]). We will then move the forward
direction of this implication to the core.

» Example 11 (continued). We might start a proof as follows. The first red line uses
strengthening for a pure literal, as before, and the second and third red lines introduce the
reification variable.

pseudo-Boolean proof version 3.0

Opurex4 red 1 x4 >=1 : x4 -> ~x4 ; % x4 is pure

O@solilf red 2 ~s1 1 x1 1 ~x2> 2 : sl ->0 ; % log our first solution

@sollb red 1 s1 1 ~x11x2>1:s1->1; % ...in both directions
core id @solilf ; example continues below. . .

Going forward, for every subsequent constraint we generate, we include 5; as an additional
assumption, until we hit a second solution. We then introduce a second extension variable sy
for this solution, and change our assumption to be §; A 52, and so on.

» Example 12 (continued). So, our proof can continue like this.

Oxlfalse rup 1 s1 1 ~x1 >=1 ; % unless s1, x1 is false
Opurex3 red 1 s1 1 x3 >=1 : x3 -> ~x3 ; % unless sl, x3 is pure
@sol2f red 2 ~s2 1 ~x1 1 x2 >= 2 : 82 -> 0 ; % log our second solution
@so0l2b red 1 s2 1x11-~x2>1:s82 ->1; % ...in both directions

core id @sol2f ;
0so0l3f red 2 ~s3 1 ~x1 1 ~x2 > 2 : 83 -> 0 ; % log our third solution

@so0l3b red 1 s3 1x11x2>1:83->1; % ...in both directions
core id @sol3f ;

Oxltrue rup 1 s1 1 s2 1 s31x1 >=1 ; % otherwise, x1 is true

Gallsol rup 1 s1 1 s2 1 s3> 1 ; % no other solutions

core id @allsol ;
del id @xltrue @xlfalse ; example continues below. . .
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We then continue our solving process until completion, at which point, instead of deriving
contradiction, we have derived an at-least-one constraint over a set of s; variables exactly
corresponding to the number of solutions found. We move this to the core, and can now
delete any remaining constraints from the search process.

Next, we want to turn this at-least-one constraint into an exactly-one constraint. This can
be done efficiently using a standard technique in VERIPB proofs, by first deriving a not-both
constraint for each pair of s; variables: we refer to Gocht et al. [25] for an explanation. We
also move this constraint to core.

» Example 13 (continued). In this case, we can generate the at-most-one constraint using
the following sequence of steps, where the reverse unit propagation succeeds because the s;
variables represent different projected solutions.

O@slors2 rup 1 ~s1 1 ~s2 >=1 ; % sl and s2 are exclusive
@slors3 rup 1 ~s1 1 ~s3 >=1 ; % sl and s3 are exclusive
@s20rs3 rup 1 ~s2 1 ~s3 >=1 ; % s2 and s3 are exclusive
Gamlsol pol -3 -2 + -1 + 2 d ; % recover the at-most-one
del id @slors2 @slors3 @s2ors3 ; % intermediate steps
core id @amlsol ; example continues below. . .

At this point, our core set should consist precisely of all the original constraints, all the
forward implications for our s; variables, and the exactly-one constraint over the s; variables.
Our preserved set remains unchanged, which is what we will address next.

4.2 Extending the Preserved Set

We would like to be able to add our s; variables to the preserved set. By careful thought, in
this particular case, we can see that doing so would not change the number of solutions. To
convince the proof checker of this, we need an argument such as the following.

» Theorem 14. Given a pseudo-Boolean formula F with preserved set P, a variable v, and
some constraint C' only over variables in P, if at some point during a VERIPB proof it is
possible to derive the constraints v — C and v < C' using only core constraints, then adding
v to P for the remainder of the proof will not affect the projected enumeration count.

Proof sketch. Any solution to F' projected on to P will either satisfy or falsify C, since C
only contains variables in P, and thus v’s value will be uniquely determined by this solution.
Furthermore, because both directions of the reification are derivable from the core set, this
property cannot be altered by any later step in the proof. |

We have therefore extended VERIPB with the proof rule preserved_add that takes a
variable s and an associated constraint C' over preserved variables, for which it can be proven
that s <> C holds. Just as for other advanced VERIPB rules, there is the possibility to
provide explicit subproofs that show why this claim holds. However, our example here is
simple enough that VERIPB will be able to figure out all required details with so-called
auto-proving without any help from the proof logger, and so we instead refer the interested
reader to the VERIPB technical documentation [3] for more details on how subproofs work.

» Example 15 (continued). Each of our s; variables is in fact defined by an if-and-only-if
reification, so we can use this as the constraint.
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preserved_add s1 1 x1 1 ~x2 >= 2 ; % add sl to preserved set
preserved_add s2 1 ~x1 1 x2 >= 2 ; % add s2 to preserved set
preserved_add s3 1 ~x1 1 ~x2 >= 2 ; % add s3 to preserved set

example continues below. . .

4.3 Shrinking the Preserved Set

Our next challenge is to remove the z; variables from the preserved set. Again, we need a
general justification of why it is safe to do this.

» Theorem 16. Given a pseudo-Boolean formula F with preserved set P, a preserved variable
v € P, and some constraint C only over the variables in P\ {v}, if at some point during
a VERIPB proof it is possible to derive the constraints v — C and v < C using only core
constraints, then removing v from P for the remainder of the proof will not affect the projected
enumeration count.

Proof sketch. This holds since any solution to F' projected on to P will either satisfy or
falsify C', which will force v to 0 or 1. So all these conditions together mean that the value of v
will always be uniquely determined by any assignment to the remaining variables in P. <

We have implemented this through the preserved_rm rule, which takes a variable and a
constraint given explicitly. (Interestingly, this operation is reversible: a proof checker could in
principle go over the proof backwards to efficiently recover solutions in terms of the original
variables, without the need for a separate solution reconstruction stack.)

» Example 17 (continued). We can obtain the desired constraint by looking at precisely
which s; variables assign a variable to true.

preserved_rm x1 1 s1 >=1 ; % remove x1 from preserved set
preserved_rm x2 1 s2 >= 1 ; % remove x2 from preserved set

example continues below. . .

4.4 Deleting Remaining Constraints

At this point, we have a convincing proof that there are at most three solutions, but we still
retain all the original constraints over the x; variables in the core set, so it is not clear that
each s; assignment would actually give a valid solution. (Nor is this fact trivially checkable,
since the s; variables do not force values for x3 or x4.) The final step, then is to delete each
original constraint in turn.

To delete a constraint from core, we must show that the constraint can be reconstructed
using only the other remaining core constraints. We should always be able to do this, using a
fairly simple procedure. Suppose first that we were not producing a projection proof, and that

our original preserved set contained every x; variable. Consider any original constraint C.

We will use a proof by contradiction, showing that the negation of C together with the
reification constraints for each s; variable implies unsatisfiability, as follows. For each s;
variable in turn, if that variable is true, then it implies an assignment of x; variables that

satisfy every original constraint, including C', which means that the negation of C is falsified.

Then, we resolve over the at-least-one s; constraint to reach our overall contradiction.

When we do have a preserved set, this procedure is potentially slightly more complicated.

In our example, the constraint 3 4+ x4 > 1 is not contradicted by assigning true to any s;

variable, and we relied upon (conditional) pure literal reasoning to handle these variables.
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This is not an insurmountable problem: we can solve this by temporarily moving the pure
literal constraints into core, and then deleting them at the end of the proof using a substitution
justification (we refer to the VERIPB documentation [3] for details, since this feature is the
same as for optimisation proofs).

» Example 18 (continued). In our example, the proof by contradiction is sufficiently simple
in each case that it can be autoproved, so we only need the following.

core id Qpurex3 Qpurex4 ;
del id 1 2 3 4 5 ;

del id @purex3d : x3 -> ~x3 ;
del id Q@purex4 : x4 -> ~x4 ;

Finally, we can delete the forward implications of the s;-variables using their corresponding
solution for the patching procedure.

del id @sollf : x1 -> 1 x2 -> 0 ;
del id @sol2f : x1 -> 0 x2 > 1 ;
del id @sol3f : x1 -> 0 x2 -> 0 ;

At this point, we can terminate the proof using the desired output statement. |

This approach generalises to outputs over multiple sets of variables, potentially with
further restrictions between them. With these new proof rules in place, we have enough
reasoning power to handle certain inclusion-exclusion arguments. If we wished to develop a
complete and general end-to-end verification system, we would also need to agree upon an
efficiently-countable but expressive subset of pseudo-Boolean formulas, and to implement
a formally-verified frontend for this subset. Choosing an appropriate and useful language
would require a detailed study of commonly used decomposition and counting techniques.

5 Conclusion

Enhancing combinatorial solvers with proof logging to make them certifying is currently
the most successful way of ensuring that such solvers produce trustworthy results. Proof
logging technology is by now mature for decision problems in Boolean satisfiability (SAT)
solving, and is also starting to be developed for more and more optimisation and automated
reasoning paradigms. However, the most widely adopted proof logging systems are inherently
unable to support proof logging for problems such as enumerating or counting the number of
solutions. Instead, proof logging support for such reasoning problems has so far only been
available in bespoke tools with limited applicability.

In this work, we demonstrated how the VERIPB proof logging system, which has previously
been shown to provide a unified proof logging format for a wide range of combinatorial solving
and optimisation problems, can also be extended to support also solution enumeration proofs
in the same proof format. In contrast to previous approaches, for VERIPB this is possible
without sacrificing any of the advanced features that make the proof system so powerful,
such as strengthening rules and checked deletion. This opens up the future possibility of also
providing efficient proofs for counting problems (where it is crucial to not have to enumerate
all solutions), by supporting proofs of solution-count-preserving transformations for the input
formula to a format in which counting solutions is trivial.
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